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What is logging in software engineering?

* Common practice in software engineering is to record runtime system +information.

Logging code System in Log messages

production /

logging.info("Training accuracy {:.2f}" .format(accuracy)) 2022-02-01 16:10:08 INFO Training accuracy 0.79

Lo |

Verbosity Level

Static Message Dynamic Variable




Why Logging Matters Even More in ML Systems?
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Drift detection

Data drift Feature drift
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import numpy as np
import bentoml
from bentoml.ic import Text

from bentoml.ioc import NumpyNdarray

CLASS NAMES = ["setosa", "versicolor", "wvirginica"]

iris clf runner = bentoml.sklearn.get("iris clf:latest").to runner()

svc = bentoml.Service ("iris_classifier"™, runners=[iris_clf runnsr])

@svec.api (
input=NumpyNdarray.from sample (np.array([4.5, 3.0, 1.4, 0.2], dtype=np.double)),
output=Text (),

)

async def classify(features: np.ndarray) -> str:
with bentoml.monitor ("iris_classifier prediction") as mon:
mon.log(features[0], name="sepal length", role="feature", data type="numerical")

mon.log{features[1]
mon.log (features[2], name="petal length", role="feature
mon.log(features[3]

o name="sepaL_width”, role="feature", data_type="numeri:al”}
L1

;, data type="numerical™)
o name="pe:a;_width”, role="feature", data_type="numerical”}

results = await iris clf runner.predict.async run([features])

result = results[0]

category = CLASS NAMES [result]

mon.log (category, name="prediction", role="prediction", data type="categorical")
return category

https://www.bentoml.com/blog/a-guide-to-ml-monitoring-and-drift-detection
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Is logging within applications challenging?
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Our Prior Study: Logging Practices
in ML Systenms.

502 open-source ML repositories from GitHub
% Python ML ecosystem
% Analysis of logging statements and frameworks

Practitioner survey
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Study Des1ign
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Replication package
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Finding 1: Logging is Less Prevalent in ML Systems

Result (1): Prevalence of Logging in ML vs. Traditional Applications

This paper (VL) [ 1150 ,
Zeng et al. (Android) =479 Metric:
Alves et al. (Python) 128 Log density = SLOC/NL
Zhu et al. (C#) = 59
Chen et al. (JAVA) = 51
Yuan et al. (C/C++) | 30
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Fig. 4. Logging density across different papers.

Finding 1: Our study reveals that logging practices in ML-based applications
are less prevalent compared to traditional software systems.
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Finding 2: Hybrid Logging Ecosystenm.

Result (2): Logging libraries types.

Logging libraries type Libraries

Comet_ml
Whylogs
Wandb
Tensorboard
MLflow
Tensorflow
Neptune
Dowel
Sacred
Ml-logger

N
=1
I=1

B
o
2

@

g

I=3
=3

ML-specific logging

Number of Repositories

N
)
>~

142

g

(=]
£
(=]
o0
g
5
S 30%
o
@
g
@
8
[i7]
o

ML GENERAL General logging libraries Loggllng
Loggmg Type Logging Type Wa_mmgs

Fig. 7. Distribution of number of repository by logging type.

60% of 31
practitioners

Fig. 6. Logging type distribution.

Finding 2:
® Traditional applications primarily rely on general logging libraries.
® ML-based applications use a combination of ML-specific and general logging 13
libraries.




Finding 3: Logging Concentrated in Training.

40

Model training: need for extensive
experimentation and configuration adjustments.
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Model Deployment: monitoring inference
performance and detecting anomalies.
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Fig. 12. Percentage of logging in different ML phases.

Finding 3: All five phases of the entire ML pipeline contain logging statements.
However, the model training phase has the largest proportion of logging statements and
the model deployment phase has the smallest proportion of logging

statements. 14
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Research Gap: Understanding Logging Quality in ML Systems.

What we know What we don’t know

Logging used in ML. ‘%’ What logging smells exist?
Hybrid logging tools. '%’ ML-specific bad practices?
Logging across pipeline. ‘%’ Practitioner perception?
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Research Opportunity.
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v Identify ML logging smells.
« Build an empirical taxonomy

< Understand practitioner perceptions
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Expected contributions.

{3 Empirical Catalog
25 Logging smells in ML systems

43 Large-scale Evidence
Mining ML repositories

43 Practitioner Insights
P Survey of ML developers

.
> Impact:
\tGD Improving observability in ML systems
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TAKEAWAYS
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Takeaways.

Logg'ing plays a critical role in ML systems;

ML logging practices remain poorly understood;

Our study aims to systematically identify ML logging smells.
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