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1. MOTIVATION Healtheare

High-stakes Al vlo
Real impact.
« Bias in Diagnosis

No room for error. « Privacy Concerns
—————————— « Wrong Treatments

Finance Criminal Justice
Impacts
Discriminatory Scoring Real Lives « Bias in Hiring + Bias in Risk Assessments
Fraud Detection Errors "+ Overfitting to + Unintended Discrimination
Market Manipulation Historical Data « Inaccurate Sentencing

« Lack of Transparency
Responsible Al Auditing is Essential




Why 1is Responsible AI Auditing Crucial for ML Applications?

1. Bias in Risk Assessments

2. Unintended Discrimination
in Policing

3. Inaccurate Sentencing

1. Bias 1in Hiring

2. Overfitting to Historical
Data

3. Lack of Transparency

Healthcare

Machine
Learning

1.

2.

Bias 1in Diagnosis
Privacy Concerns

Inaccurate Treatment
Recommendations

Discriminatory Credit
Scoring

Fraud Detection Errors

Market Manipulation




What is Responsible AI?

Human Agency and Oversight

Al systems should serve people, respecting human dignity and
autonomy. They should be developed to ensure that humans can
oversee and control their use.

Transparency

Al systems should be transparent, with clear information about
their capabilities, limitations, and design. This includes making
human users aware when interacting with Al and ensuring
interpretability.

Diversity, Non-discrimination
and Fairness
Al systems must be developed to avoid discrimination and bias.

They should be inclusive, promoting equal access, gender equality,
and cultural diversity, and avoiding any discriminatory impacts.

Technical Robustness and
Safety

Al systems must be robust and resilient to technical issues,
errors, and malicious interference. They should be designed to
prevent harm and minimize risks to safety and reliability.

Societal and Environmental
Well-being

Al systems should be used to benefit society and promote
sustainable development. Their design and use must consider their
long-term social and environmental impact, ensuring that they
contribute positively to humanity.

Privacy and Data Governance

Al systems should comply with data protection laws and ensure
the privacy of individuals. They should handle data with integrity,
ensuring high standards of data quality, and protect user privacy.

Thanks to Philipp et al, COMPL-AI Framework: A Technical Interpretation and LLM Benchmarking
Suite for EU AI Act, DOI: https://arxiv.org/abs/2410.07959
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AND CONTRIBUTIONS LOGGING A2 RESPONSIBLE Al
- J @ Fairness

A (8] Transparency

We connect the dots between

logging and responsible Al.
e

/ / | \ N
Missing Link

Logs are not aligned with 4 @ Safety
Responsible Al principles

v Widely used
v Mostly for debuging

2 RELATED WORKS, GAP’ RELATED WORKS THE GAP OUR CONTRIBUTION

A Comprehensive
, Logding Framework
for Auditing




What Do We Already Know About Logging and Responsible AI?

» Closing gap [Schiff et al.]
» Responsible Al catalogue [Lu et al.]
+ Fairness tools [Nguyen et al.]
» Explainability [arya et al.]

ResponS|bIe Al Research

» Strong focus on core principles
« Extensive development of metrics
o + Availability of dedicated tools and libraries
“ p— \ » Emphasis on model evaluation and post-hoc analysis
« Limited integration into system-level practices

AI COMPLIANCE AUDIT

Logging in Traditional
Systems

+ Debugging & failure diagnosis
System monitoring & observability
Security & compliance auditing
Guiding logging decisions
Anomaly detection in Logs

Logging in Machine
Learning.

* Model performance monitoring (accuracy, loss, RMSE)
« Experiment tracking & reproducibility

* Model and data management

» Visualization & dashboarding

+ Limited support for responsible Al auditing

Anomaly detection [Wu et al.]
Logging decision Li et al.]

Logging practice [Gu et al.] [Zeng et al.]
Logging audit [reuben et al.]

« Logging in ML [Foalem et al.]
«_ Logging in DL [Chen et al.]




Research Gap

Our Work




Research objectives

(C//z Investigating Logging Practices in ML Applications.

(c)f! Identifying Key Responsible AI Metrics.

(Ol Proposing a Comprehensive Logging Framework for Responsible AI.




Three research questions.

»
@% % RQ1l: What responsible AI principles are considered by ML practitioners?
0

% RQ2: What runtime -information of the ML applications is logged to support

responsible AI auditing?

% RQ3: What specific logging requirements and information are essential for

effective auditing of responsible AI principles?
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3. STUDY DESIGN

X " () REPLICATION
A large-scale, multi-method f . 2 & PACKAGE
study for reliable insights. COLLECT ANALYZE SURVEY BUILD Available
. for the Community
— 20 Libraries Function Calls 22 Practitioners & VALIDATE
85 ML Projects and Logging Framework O
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Study design

o~ @
=4 ~

List of responsible
ML libraries

@
— Y —

Filtering responsible

Survey Developers

®

ML libraries
~—{
bﬁ

ML Dataset (Gonzalez et
al., 2020)

GitHub projects

CoIIect'

(6

Logging
Statement

Stratified Random
Sampling

Replication package
Try it out!
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A . RESULTS, FINDINGS,
AND RECOMMENDATIONS

What we discovered,
what it means,

and what to do next.
&

RQ1

Responsible Al adoption
is uneven

TRANSPREKCY
MEDIUM

I HEDBTY SAIETY
S Low

RQ2

Logging is not aligned
with Responsible Al

73.2%

RAI METRICS
ABSENT

NO METRIC )
LOGGED °

RQ3

A framework is needed
and validated by practitioners

AGREEMENT
> 80%

&

—~@O®E

o

(]

RECOMMENDATIONS

Log Responsible Al metrics

Shift to auditing-oriented logging
Define standards and schemas

Align tools with RAI needs

Bridge awareness-implementation gap

Enforce organizational governance

13
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Fig. 1: Responsible AI principles
practice.

RQ1:

What

responsible

practitioners?
Result (1): Responsible AI Adoption Is Uneven Across ML Projects

89.3%

Privacy

55.3%

Transparency &
Explainability

16.5%

2.1% .
I

Fairness

Al

[ Function calls (%) o
. e
[ Projects (%)

0,
1.0% 3.5%

1
Security &
Safety

considered 1n

principles

are considered by ML

Privacy dominates implementation in terms of
function calls.

Transparency & explainability appears in more
projects than privacy.

Fairness and security remain marginal,

confirming uneven adoption.

8.1% of 382
issues

40.9% of 22
practitioners
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RQ1l: What responsible AI principles are considered by ML
practitioners?

Result (2): Most ML Projects Consider Only One Responsible AI Principle

) 94.1%
100 (80)

Findings:

40 - e Privacy dominates implementation (~90%).

e Fairness & security are rarely implemented (<3%)
60 -

e 94.1% of projects consider only one principle

a0 e Perception-implementation gap exists

Percentage of projects (%)

20 -

5.9%
(5)

0- . I
1 principle 2 principles
: -
! Transparency Security
o . . . . . Il & Explai & Safet
Fig. 2: Number of responsible principles considered in e Ll mrecy

ML project.
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RQ2: What runtime -1information of the ML applications 1is logged to
support responsible AI auditing?
Result (1): Hybrid logging libraries 1in ML.

85.0%
(2494)

80 -

- General logging library > General-purpose logging dominates

> ML-specific tools are secondary
60
50

40 A

ML-specific IOﬁin\g library
30
(=] o e i ]
20 f \ B 43
1.0% ] .

(30) By
- I

3 o o ‘ n A
TensotBOa( wie N d\\ogge E E]

Percentage (%)
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o \099“\9

oyen®

Fig. 3: Logging libraries used in ML project. Logging in ML [Foalem et al.] Logging in DL [Chen et al.]
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RQ2: What runtime -1information of the ML applications 1is logged to
support responsible AI auditing?

Result (2): Responsible AI metrics are largely NOT logged

73.2%
(249)

70 A

> 73.2% of logs contain NO metric
60 -

> Limited ML-specific metrics

w
o
1

> Responsible AI metrics are absent

w
o
1

Percentage (%)
N
o

N
o
1

101 Zero logging

statement
related to RAIP

\C 200 ce Aot £ed
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Fig. 4: Logging statement content.
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RQ2: What runtime -1information of the ML applications 1is logged to
support responsible AI auditing?
Result (3): Responsible AI is not operationalized 1in logging practices

Do your current logging practices support responsible AI principles?

Awareness Exists

Practitioners understand principles but
limited application

® Limited Operationalization
A Use of logging for specific RAI principles
(fairness)
Technical Focus
Practical use of logging unrelated to RAI
(debugging, performance, etc)
® — Organizational Disconnec
[
L) /‘ Lack of top-down enforcement for RAI

Practical Irrelevance

18
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RQ3: What specific Tlogging requirements and -1information are
essential for effective auditing of responsible AI principles?
Result (1): A Logging Framework for Responsible AI Auditing

! Tracking and record the performance of the model !
' ! during ftraining and testing, as well as the
| What is the accuracy of the model ? —— |  Performance ——: hyperparameters that were used during the training
\ |
i
1

Accuracy, precision, recall, and
other metrics

process for the replication of results and comparison

| with other models or experiments. | ; Hyperparameters, loss values
I Was the data, used for training the | ,
! model, representatve of the —— o Representation, Balance,
! population it will be applied to? : | Detection and eliminate any unintended | Fairness constraints
o CCCIIoIoITITIITIC Fairness ———, discrimination or unfairness in the decision-making !

1 1

1 1

process of the model.

Group fairness metrics,
Individual fairness metrics

| Were any bias or discrimination i
| present in the data used for training .
! the model? !

| What features were selected for the E
§ model and Weie MGV IBIGVEIE RV IO = oy s i i i i o g 0 :
| problem being solved? ] Transparency i Monitoring transparency and explainability of the ! s'i-lr:;”\_lg:ges’;ae:it:{e

& Explainability ——| model to ensures the decision-making process of the —— d d ot ! P tati
\ Is the machine learning model 1 P | model can be understood and interpreted. ! OROH enge il F el
! interpretable and transparent for ——— i e * importance
. meaningful decision explanations? !

' | Monitoring protection of sensitive information used in
— Privacy ———, training and decision-making of the machine learming —— Epsilon (¢), Delta (5), Noise
! | mode| s
1 1 o 1

What is the privacy level of the
machine learning model ?

I 1 I Bl N . 1
7 v : Monitoring operations used to protect sensitive data 7 3
| ! ! g op! p !
: !S there. anY’ protection for sensitive i—. Secunty _,: during training and inference of machine Ieaming :_, EnCrypthn/DeCryptllon
! information ? : & Safety i ] Performance metrics ] 9
___________________________ it S S e S a e S D e DS e e S Dt
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RQ3: What

specific
essential for effective auditing of responsible AI principles?
Result (2): Practitioner Validation of the Framework

logging

requirements

100.0%
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Fig. 5: Logging framework for responsible ML applications.
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Our recommendations

§ Recommendations for @ - —
Responsible Al Logging S

Log Responsible Al metrics

Shift from debugging —+ auditing logging
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CONCLUSIONS

Finance Our Contribution: Bridging Logging and Responsible Al

Healthcare @ A

« Bias in diagnosis "\9
= Privacy Concerns

N

¢ Discriminatory
Credit Scoring

o Fraud Detection Errors

e . » Market Manipulation
Hiring 7= E o A—\
« Bias in recruitment b E = ! %) Justice
« Overfiiting to Historical / g ki = ; * Biased Sentening
in Policing e

No logging -» No auditing =» No Responsible Al

High-risk decisions require auditing

Wy

. . ~ Recommendations for -
Patrick-loic.foalem@polymtl.ca Responsible Al Logging@

From Partial & Non-Auditable Al =» Toward Auditable Al

Log Responsible Al metrics

Shift from debugging —+ auditing logging

RESPONSIBLE Al

RQ1 Partial o L_RQZ l- - -l? RQ3 Your framework \
Not auditable
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