
Logging requirement for continuous 
auditing of responsible

machine learning-based applications

GIGL, Polytechnique Montréal
By Patrick Loic Foalem,  Leuson Da Silva, Foutse Khomh, Heng Li, Ettore Merlo



2

OUTLINE

❖ MOTIVATION

❖ RELATED WORKS, GAP, AND CONTRIBUTIONS

❖ STUDY DESIGN

❖ RESULTS, FINDINGS, AND RECOMMENDATIONS

❖ CONCLUSION



3



Why is Responsible AI Auditing Crucial for ML Applications?
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1. Bias in Diagnosis

2. Privacy Concerns

3. Inaccurate Treatment 
Recommendations

1. Discriminatory Credit 
Scoring

2. Fraud Detection Errors

3. Market Manipulation

1. Bias in Hiring

2. Overfitting to Historical 
Data

3. Lack of Transparency

1. Bias in Risk Assessments

2. Unintended Discrimination 
in Policing

3. Inaccurate Sentencing
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What is Responsible AI?

Thanks to Philipp et al, COMPL-AI Framework: A Technical Interpretation and LLM Benchmarking 
Suite for EU AI Act, DOI: https://arxiv.org/abs/2410.07959 

https://arxiv.org/abs/2410.07959
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What Do We Already Know About Logging and Responsible AI?
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Research Gap



Research objectives
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Investigating Logging Practices in ML Applications.

Identifying Key Responsible AI Metrics.

Proposing a Comprehensive Logging Framework for Responsible AI.



Three research questions.
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★ RQ1: What responsible AI principles are considered by ML practitioners?

★ RQ2: What runtime information of the ML applications is logged to support 

responsible AI auditing?

★ RQ3: What specific logging requirements and information are essential for 

effective auditing of responsible AI principles?
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Study design
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Replication package
Try it out!
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RQ1: What responsible AI principles are considered by ML 
practitioners?
Result (1): Responsible AI Adoption Is Uneven Across ML Projects

14Fig. 1: Responsible AI principles considered in 
practice.

❖ Privacy dominates implementation in terms of 

function calls.

❖ Transparency & explainability appears in more 

projects than privacy.

❖ Fairness and security remain marginal, 

confirming uneven adoption.

8.1% of 382 
issues

40.9% of 22 
practitioners



RQ1: What responsible AI principles are considered by ML 
practitioners?
Result (2): Most ML Projects Consider Only One Responsible AI Principle
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Fig. 2: Number of responsible principles considered in 
ML project.

Findings: 
● Privacy dominates implementation (~90%).

● Fairness & security are rarely implemented (<3%)

● 94.1% of projects consider only one principle

● Perception–implementation gap exists



RQ2: What runtime information of the ML applications is logged to 
support responsible AI auditing?
Result (1): Hybrid logging libraries in ML.
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ML-specific logging library

General logging library ➢ General-purpose logging dominates
➢ ML-specific tools are secondary

Logging in ML [Foalem et al.] Logging in DL [Chen et al.]Fig. 3: Logging libraries used in ML project.



RQ2: What runtime information of the ML applications is logged to 
support responsible AI auditing?
Result (2): Responsible AI metrics are largely NOT logged
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Fig. 4: Logging statement content.

➢ 73.2% of logs contain NO metric

➢ Limited ML-specific metrics

➢ Responsible AI metrics are absent

Zero logging 
statement 

related to RAIP



RQ2: What runtime information of the ML applications is logged to 
support responsible AI auditing?
Result (3): Responsible AI is not operationalized in logging practices
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Do your current logging practices support responsible AI principles?



RQ3: What specific logging requirements and information are 
essential for effective auditing of responsible AI principles?
Result (1): A Logging Framework for Responsible AI Auditing
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Fig. 5: Logging Framework for responsible ML applications.



RQ3: What specific logging requirements and information are 
essential for effective auditing of responsible AI principles?
Result (2): Practitioner Validation of the Framework

20Fig. 5: Logging framework for responsible ML applications.

>80%

Fig. 6: Practitioners overview on 
different logging metrics.



Our recommendations
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